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Abstract: AI models are now capable of performing a very wide range of tasks, often out of the box. In order 

to prevent malicious mis-use of AI models, developers can think in terms of traditional security risk assessment 

frameworks, which outline key steps such as identifying threats and potential impacts, assessing likelihood, and 

determining risk as a combination of likelihood and impact. This study provides a synthesis of different AI-

centric perspectives towards the capabilities for a world with AI and explores the use-cases for an API user to 

achieve respectful behavior by focusing on Web search queries.It explores trends towards pre-trained data 

representations in AI model, to be applied in increasingly flexible and task-agnostic ways. The paper concludes 

that in order to inform appropriate policy interventions, the mindset should be expanded from code generation to 

other modalities. 

 

Review of Existing Work 
Driven by recent developments in AI, Web search query autosuggestion (often also referred to as 

autocompletion) is a feature enabled within the search bar of -many Web search engines such as Google 

(Sullivan, 2018) to predict the most likely intended queries given the user‘s partially typed query, where the 

predictions are primarily based on frequent queries mined from the search engines past query logs (Cai and 

Rijke, 2016). 

Search query suggestions are part of a broader class of applications that provide text prediction or text re-

writing suggestions to help users write faster, better, or in a more inclusive manner (Arnold, et al., 2018; 

Kannan, et al., 2016; Cai and Rijke, 2016; R.E. Robertson, et al., 2021). While the systems generating these 

suggestions often leverage richer and cleaner data, they were also found to surface problematic suggestions 

(R.E. Robertson, et al., 2021) that might e.g., misgendered users (Vincent, 2018), or surfaced offensive 

associations (Larson, 2017).  

The recent advances in large generative neural language models, such as GPT-3 (Brown, et al., 2020), 

and their use in a wide variety of text prediction tasks has also drawn particular attention of late. Because of the 

vast amount of data from a wide variety of sources used to train these models, they are also likely to reproduce 

biases, stereotypes and other social or cultural viewpoints that might be problematic.  

Despite its advantages, there are also pitfalls that can accompany this search feature. Since the 

suggestions are often derived from search logs, they can, as a result, be directly influenced by the search 

activities of the search engine‘s users. The dependence on query logs also leaves the autosuggestion feature 

susceptible to manipulation through adversarial attacks.  

Understanding which suggestions should be construed as problematic and how to efficiently detect them 

also requires examining possible dimensions including 

1) content (Olteanu, et al., 2020; Miller and Record, 2017; Yenala, et al., 2017); 

 2) targets (Olteanu, et al., 2020; Olteanu, et al., 2018; UN Women, 2013); 

3) structure (Santos, et al., 2017); and,  

4) harms (Miller and Record, 2017). 

 

A query suggestion may constitute harmful speech if the query could be perceived as hateful, as it 

offends, shows a derogatory attitude, intimidates, or promotes violence towards individuals or groups; or if the 

query appears related to e.g., defamatory content promoting negative, unproven associations, or statements 

about individuals, groups, organizations. 

Other query suggestions might be problematic if they could nudge users towards conspiracy theories or if 

they seem manipulated in order to promote certain viewpoints or content, typically content about ideological 

viewpoints, businesses or Web sites. 

When determining whether a suggestion is problematic, the potential for various harmful effects — 

along with their severity, frequency or impact (Boyarskaya, et al., 2020) — should also be factored in (e.g., 

discomfort versus physical harm).  

https://arxiv.org/abs/2005.14165
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The implementation of a system to suppress problematic queries typically involves two key stages: 

- First, there is a discovery stage where example queries are reported by users, or mined from search logs 

and assessed as problematic or not. This process typically generates a collection of annotated examples of 

problematic queries. Using this collection of queries, the second stage often includes the design and training of 

ML models for detecting problematic queries in order to suppress them from appearing as suggestions. 

A key step in mitigating problematic query suggestion — though surprisingly under-explored by prior 

investigations and discussions about tackling various types of problematic suggestions — is their discovery. 

Although known methods for discovering problematic queries are varied, they are often ad hoc in nature, 

usually involving a combination of human intuition — typically of system designers about what is important 

and should be detected — with some sort of automated detection methods. This combination of intuition and 

automation can however leave them prone to important blind spots.  

To help discover novel query forms expressing the same semantics as known problematic queries, deep-

learned semantic embeddings can also be used. For instance, query embeddings can be learned from Web search 

click data to create a vector embedding space in which queries with similar click patterns are placed close 

together in the embedding space (Huang, et al., 2013; Shen, et al., 2014).  

To take advantage of both machine learning models and human effort, an active learning approach could 

also be taken. Standard learning theory assumes that training and inference data is drawn from the same 

distribution. In transfer learning, the domain adaptation problem deals with transferring knowledge from the 

source domain (used for learning) to the target domain (the ultimate inference distribution). In order to prevent 

malicious mis-use of AI models, developers can think in terms of traditional security risk assessment 

frameworks, which provide evaluation metrics for measuring toxicity in model outputs and also in-house 

classifiers for detecting content that violates content policy, such as hate speech, violence, harassment, and self-

harm. 

Active learning is a human-in-the-loop method where machine learned detection models can examine 

large volumes of unannotated queries and propose the queries most likely to improve these model if annotated 

(Settles, 2009).  

Because of the open nature of language, the complexity of the problem, and the potential harm of 

surfacing problematic queries, search engines typically employ a mix of multiple manual and automated 

methods for detecting and suppressing problematic queries in order to improve recall and robustness (Santos, et 

al., 2017). Some of the most common approaches are discussed below. 

 

Block lists 

It is common for systems to maintain manually curated block lists of highly offensive terms that will 

trigger the suppression of a suggestion that contain those terms.  

Block lists for whole queries can also be employed, and can be implemented efficiently for use in a run-

time system. Block lists also ensure previously flagged queries remain permanently suppressed even if other 

modeling techniques unexpectedly leak the query after a model update. However, block lists cannot be 

generalized easily and (as with common templates) are not a scalable solution if used alone. 

 

Query templates and grammars 

Because search queries tend to be short and the likelihood of query uniqueness increases with query 

length, the collection of common query candidates used by an autosuggest feature will be dominated by short 

queries. 

For example, to suppress derogatory suggestions about named individuals a simple approach is to use an 

entity extractor to identify people‘s names within queries, curate a list of derogatory expressions, and then 

identify the most common query templates that use a combination of a person‘s name and a derogatory 

expression. 

To cover the wide range of template variations, a more efficient approach is to encode them into a rule-

based grammar using a regular expression based finite-state tool (e.g., Foma [Hulden, 2009]).  

 

Machine learning models 

To achieve greater generalization and avoid the use of hand-written rules, ML approaches can also be 

used to detect problematic queries. Techniques that have been explored for this purpose include gradient 

boosting decision trees (Chuklin and Lavrentyeva, 2013), long short-term memory networks (Yenala, et al., 

2017), and the deep structured semantic model (P. Gupta and Santos, 2017). Relative to grammar-based models, 

ML models have been found useful in improving the detection rate of problematic queries but at the expense of 

increased false positive rates (P. Gupta and Santos, 2017). While ML models avoid the effort required to hand-

https://beta.openai.com/docs/usage-guidelines/content-guidelines
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craft rules, they require human effort to annotate collections of queries (both problematic and non-problematic) 

in order to train models. 

When it comes to predicting harmful behaviors on platforms, one can employ classical statistical 

methods. Generally, regression analysis, discriminant analysis, and cluster analysis are examples of classical 

statistics approaches used. In addition to this, AI methods such as Backpropagation, Support Vector Regression, 

Gradient Boosting Classifier, Bayesian Classifier, Artificial Neural Network, and Decision Tree can also be 

employed. The latter involves a mix of advanced statistical methods and AI heuristics.  

Classification is the most applied approach while the Decision Tree classifier is the most common 

algorithm (Mohamad and Tasir, 2019). Decision Tree classifiers are frequently used as they are easy to 

understand and have high predictive accuracy. Furthermore, Neural Network, Bayesian Networks, Rule 

Induction, and Support Vector Machines are examples of classification techniques that are frequently used to 

perform prediction.  

Other related algorithms based on an extensive study done by Mohamad and Tasir (2021) include, but are 

not limited to: Prism, Lasso, K-means kernel, CART, k-Star, Convolutional Neural Networks (CNN), Long 

Short Term Memory (LSTM), Information gain (IG), Quadratic SVM (QSVM), Cubic SVM (CSVM), Fine 

Gaussian SVM (FGSVM), Medium Gaussian SVM (MGSVM), Swarm Optimization Combined Neural 

Network, Back Propagation Neural Network (BP-NN), Deep learning (DL), and Self-Organising Map. The next 

table shows a classification of these algorithms. 

 

 
Table 1. Classification of Algorithms 

 

Other popular algorithms are Bayesian Networks and Random Forest. Bayesian Networks are graphical 

models with nodes and directed edges that are probabilistic in nature. Simple models that explain a certain form 

of Bayesian network with all attributes being class-conditionally independent are known as Naïve Bayes 

classifiers. Naïve Bayes classifiers comprise algorithms such as Gaussian, Multinomial, and Bernoulli. The key 

benefit of employing Naïve Bayes classifiers is that the outcome from the prediction model using Naïve Bayes 

can be easily translated into human language.  

Moreover, it is also important to evaluate potential biases in the data and model by conducting a multi-

pronged approach for bias assessment.For this purpose, one can conduct various explainability analyses aimed 

at discovering what parts of the input contribute most to the algorithm‘s predictions. To give a specific example, 

both saliency analyses (which examine which pixels most influenced the predictions) and ablation experiments 

(which examine the impact of removing various image regions) indicate where an algorithm is most influenced. 

Explainability analysis will show whether all predictions focus on different parts of the image, and whether 

occluding specific regions of the image such as the center of the image  has a much greater effect than occluding 

another region such as the periphery. The ―baseline‖ can be considered as a logistic regression model that takes 

self-reported metrics such as age, race and years as input. 

 

N-strike rule 

One scenario that can plague a query suppression mechanism occurs when a system successfully 

removes problematic queries from a suggestion list only to have them replaced by other problematic suggestions 

missed by the detection model. One way to combat this is to employ what is dubbed as the N-strike rule, i.e., the 

detection of N or more problematic queries at the top of a pre-filtered suggestion list for a query prefix will 

trigger the suppression of all suggestions for that prefix. 

Even with a clear definition of what constitutes problematic query suggestions, setting the boundary 

between problematic and non-problematic cases can still be difficult.  

https://arxiv.org/abs/1810.03292
https://en.wikipedia.org/wiki/Ablation_(artificial_intelligence)
https://en.wikipedia.org/wiki/Logistic_regression
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A typical way to determining whether query suggestions are problematic is through some form of crowd 

labelling or by using block lists (for both data collection and data annotation). Both approaches however have 

limitations when used to operationalize ambiguous, latent concepts like stereotyping (Blodgett, et al., 2021).  

Furthermore, how various types of problematic suggestions are expressed can vary across contexts and 

over time.  

A key driver for suppressing suggestions is preventing defamatory statements from appearing as 

suggestions.  

Mislabeling is particularly difficult to detect in autosuggestions because the terminology used is often not 

problematic in its own right, and would go undetected by typical filtering methods. Some challenges to 

detecting problematic query suggestions involve adversarial queries, data voids, and others; which we discuss 

next. 

 

Adversarial queries 

Adversaries may use a variety of tricks to mask the intent of a query from automated detection while still 

providing a clear intent to a typical user. A common circumvention strategy is to rewrite an offensive or 

problematic query to include misspellings, abbreviations, acronyms, or other types of text manipulations.For 

instance, to avoid being detected by automated hate-speech detection tools, some users have developed a code in 

which references to targeted communities are substituted by ―benign‖ terms in order to seem out of context 

(Magu, et al., 2017).  

 

Data voids 

The open ended nature of search allows users to look up anything and everything. Yet, some topics and 

their corresponding queries will be more popular than othersleads to topics and associated queries for which 

there is little to no Web content. Similarly, there will also be queries (and query prefixes) that are less frequent, 

making suggestions much more prone to manipulation and to errors — e.g., such as misspelling of popular 

queries (Joslin, et al., 2019).  

In fact, each query tends to be associated with its own unique demographic fingerprint (Shokouhi, 2013), 

with rare queries being frequently run by niche groups of users, and some of these groups can be adversarial in 

nature. Leveraging this at run-time however can be computationally intensive, and could raise both privacy and 

bias concerns (if e.g., queries from certain groups of users are more routinely suppressed). 

 

Stereotyping 

Common ML algorithms learn features and frequent associations about words and phrases, but they are 

often not able to capture deeper insights about the social or cultural aspects of a query. It may thus be difficult 

for ML algorithms to make nuanced decisions about which queries might reinforce harmful stereotypes. 

Research into discovering common gender stereotypes present in, for example, learned word embedding 

vectors examines this issue (Bolukbasi, et al., 2016), but these solutions are often sensitive to various 

implementation parameters, and solving this problem for the wide range of social and cultural stereotypes 

possible in autosuggestions remains an open, difficult problem. 

 

False suppression 

It is sometimes difficult to distinguish a derogatory query from a legitimate non-offensive query based 

only on the query‘s words.  

Additional mechanisms that take advantage of knowledge gleaned from prior search results or other 

query understanding models can help mitigate such erroneous suppressions. For example, the non-offensive 

nature of the query examples mentioned above could perhaps be identified through the use of Web search entity 

linking and detection tools that match these queries against entities present in a knowledge base (e.g., titles of 

works of art, business names).  

More broadly, dealing with ambiguity has been found challenging in other similar settings. For instance, 

sarcasm can be confused with abusive language (Nobata, et al., 2016), while ambiguity may originate from both 

the use of language and how various types of problematic suggestions might have been defined. 

 

Implementation Framework 
Regardless of the methods and techniques used, the deployment approach should emphasize continuous 

iteration, and make use of the following strategies aimed at maximizing the benefits of deployment while 

reducing associated risks: 

 Pre-deployment risk analysis, leveraging a growing set of safety evaluations and red teaming tools  
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 Starting with a small user base  

 Studying the results of pilots of novel use cases (e.g., exploring the conditions under which we could 

safely enable longform content generation, working with a small number of customers) 

 Implementing processes that help keep a pulse on usage (e.g., review of use cases, token quotas, and 

rate limits) 

 Conducting detailed retrospective reviews (e.g., of safety incidents and major deployments) 

 

A process based on the use-cases for an API user to achieve respectful behavior would entail in general 

following steps: 

 

Step One: Sensitive Topic Categories and Outlining Desirable Behavior 

Engineers should select categories that they prioritize as having direct impact on human well-being and 

describe desired behavior in the form of following categories. It should be noted that the following list is not 

exhaustive and prioritization depends on context. 

 Abuse, Violence, and Threat (including self-harm): Oppose violence or threats; encouraged seeking 

help from relevant authorities. 

 Health, Physical and Mental: Do not diagnose conditions or prescribe treatment; oppose non-

conventional medicines as scientific alternatives to medical treatment. 

 Human Characteristics and Behavior: Oppose unhealthy beauty or likeability standards; support 

goodness and likeability being subjective. 

 Injustice and Inequality (including discrimination against social groups): Oppose human injustices and 

inequalities, or work that exacerbates either. This includes harmful stereotypes and prejudices, 

especially against social groups according to international law. 

 

Step Two: Crafting the Dataset and Fine-Tuning 

Developers can craft a values-targeted dataset of various samples; in a question-answer format and then 

fine-tuned their models on this dataset using standard fine-tuning tools. 

In order to inform appropriate policy interventions, the dataset should also take other modalities into 

account. For example, developers initially focused on long form text generation as a threat vector, given prior 

cases of influence operations that involved people manually writing long form misleading content. Given that 

emphasis, they set maximum output lengths for generated text. Yet, output restrictions had little effect on policy 

violations—so short-form content amplifying or increasing engagement on misleading content could offer a 

greater risk.   

 

Examples of limitations in existing datasets include the following:  

- an overly narrow focus (e.g., just measuring occupational bias),  

- an overly broad focus (e.g., measuring all under the umbrella of ―toxicity‖),  

- a tendency to abstract away the specifics of use and context, 

- a failure to measure the generative dimension of real world model use (e.g., using multiple 

choice style),  

- prompts that differ stylistically from those typically used in real world model use cases,  

- not capturing dimensions of safety that are important in practice (e.g., an output following or 

ignoring a safety-motivated constraint in the instruction), or  

- not capturing types of outputs to be correlated with misuse (e.g., harmful content).   

 

Step Three: Evaluating Models 

Developers then can use quantitative and qualitative metrics: human evaluations to rate adherence to 

predetermined values; toxicity scoring which could also not capture all nuance in toxicity and host their own 

biases.  

There are some limitations to the methods in use such as classifier-based data filtration. For instance, 

operationally defining the content areas to detect via filtration is challenging and filtration itself can introduce 

harmful biases. Additionally, the labeling of toxic data is a critical component and ensuring the mental health of 

these labelers is an industry-wide challenge.   

While aligned models have practical advantages such as reducing the need for ―prompt engineering‖ 

(providing examples of the desired behavior to steer the model in the right direction), saving space in the 

model‘s context window which can be used for other purposes and other models in a way that reduces risks of 

harm has posed various technical and policy challenges.  
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Many of the issues covered throughout the paper are complex and difficult to mitigate. Some may even 

argue that these issues are so intractable that the safest approach is to disable the autosuggest feature entirely 

(despite its known benefits to users), or to at least allow users to opt-in to the feature with a warning about its 

potential problems. Alternatively, the feature could be used only to surface prior frequent queries made by the 

current user, which might preserve some benefit while eliminating problematic suggestions learned from other 

users. Others may also argue that the decision to moderate and the moderation processes are themselves 

problematic as they could reflect the biases of those tasked with moderating these systems (an observation 

sometimes used to argue for less rather than better moderation). Nevertheless, the goal of this paper was to 

review on-going existing issues posed by the search autosuggestion feature, with the hope that highlighting them 

will inspire new research and development efforts into the challenging aspects of the problems, both technical 

and social. 

 

Conclusion 
There is no silver bullet for responsible deployment, so everyone in the process should try to learn about 

and address models‘ limitations, and potential avenues for misuse, at every stage of development and 

deployment in order to learn as much as possible about safety and policy issues at small scale and to incorporate 

those insights prior to launching larger-scale deployments.  

A human-centric AI framework can help in augmenting the standard scientist‘s toolkit with powerful 

pattern recognition and interpretation methods from ML and demonstrate its value and generality. Mature ML 

methodologies can be adapted and integrated into existing scientific workflows to achieve novel results. Guiding 

scientific intuition with a scientist‘s intuition plays an enormously important role in discovery given the 

powerful combination of both rigorous formalism and good intuition to tackle complex scientific problems. 

Last, but not least, when it comes to designing for AI, the ultimate aim should be to promote human 

creativity, responsibility, sustainability, and social connectedness as well as to increase self-efficacy, bring joy, 

spread compassion, and respect human dignity. 
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